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Disclosures / Potential Conflicts of Interest

• AJ Rivosecchi has a vested interest in or an affiliation with Kit Check, Inc.; all relevant financial 
relationships have been mitigated

Note: This program may contain the mention of suppliers, brands, products, services or drugs presented in 
a case study or comparative format using evidence-based research. Such examples are intended for 
educational and informational purposes and should not be perceived as an endorsement of any particular 
supplier, brand, product, service or drug.
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Learning Objectives

At the end of this session, participants should be able to:

1. Identify the current regulatory bodies and requirements related to controlled substances 
in the acute care setting

2. Recognize the role that a controlled substance diversion detection software platform can 
play in meeting current controlled substance regulatory requirements.

3. Identify best practices that can assist their own facility in fortifying its current controlled 
substances diversion prevention program
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The Landscape



A Challenge for Hospitals

Regulatory compliance in the 
diversion space is difficult to 
achieve due to the numerous 
medication access points 
embedded within most 
hospital distribution systems



• Centers for Medicare & Medicaid Services (CMS)

• The Joint Commission (TJC)

• Department(s) of Health (DOH)

• Det Norske Veritas (better known as, DNV)

• “Deemed Status”

The Players

Regulatory Bodies

6



Accreditation



Accreditation

The Joint Commission

• TJC aims to inspire organizations to 
improve their care, treatment and 
services

• Seeks to help identify known or 
unknown risks to quality and patient 
safety

• Highly sought after by hospitals 

• Symbol of excellence

• Difficult to fully comply with all 
regulations

The Joint Commission. 2019 Comprehensive Accreditation Manual for Hospitals (CAMH).



Accreditation

DNV

• NIAHO®

• Safeguarding life, property, and the 
environment

• Value quality and process

• Less fault focused

• Culture driven

• Annual

National Integrated Accreditation for Healthcare Organizations (NIAHO). Revision 18-2. 2019 Accreditation 
Requirements, Interpretative Guidelines and Surveyor Guidance.



DNV

Key Differences with TJC

• Collaborative process which includes 3 annual surveys and ISO 9001 Quality Management System fostering 
continual improvement vs Triennial Survey

• NIAHO Standards directly aligned with CMS CoPs reducing clarification issues vs a more prescriptive standard in 
addition to the CMS CoPs

• DNV does not have a scoring system, tipping points or levels of accreditation. 

• Accredited or not accredited vs categories such as Preliminary Denial or Conditional Accreditation

• Integrating the ISO 9001 Quality Management System vs. Quality chapter more aligned with measurement yet 
lacking some of the infrastructure

Horine, P. DNV-GL-Healthcare. Differences with the Joint Commission and DNV-GL-Healthcare Integrating the ISO Quality 
Management System. 2016.
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Assessment Question #1 of 4

a. DNV

b. TJC

c. CMS

d. DOH

Which regulatory body focuses most strongly on process 
and culture?
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The Joint Commission
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• MM.01.01.01 – The hospital safely manages high-alert and 
hazardous medications

– EP5 – reporting abuses and losses of controlled substances

• MM.03.01.01 – The hospital safely stores medications
– EP4 – policy for medication control including administration, storage, 

handling, wasting security and disposition

The Joint Commission

Failure to address 
diversion cited as a 
frequent cause of 
non-conformance to 
MM.03.01.01.

The Joint Commission. 2019 Comprehensive Accreditation Manual for Hospitals (CAMH).

Medication Management
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• MM.08.01.01 - The hospital evaluates the effectiveness of its 
medication management system

– EP 1 – collection of data on performance of medication management 
system, compares data over time, identifies risk points, trends, etc.

– EP 5 – based on data analysis and new technologies and best practice, 
hospital identifies opportunities for improvement in medication 
management system

– EP 16 – ADC policy including override review

The Joint Commission

The Joint Commission. 2019 Comprehensive Accreditation Manual for Hospitals (CAMH).

Medication Management



Medication Management Standard Risk Assessment

Failure to address diversion cited 
as a frequent cause  of non-
conformance to MM.03.01.01

The Joint Commission 

The Joint Commission, Division of Healthcare Improvement. (2019(43)). Quick Safety: Drug diversion 
and impaired health care workers.15
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• EC.02.01.01 – The hospital manages safety and security risks

– EP 1 – implements process to identify safety and security risks as identified 
by internal sources and high-risk processes

– EP 10 – when incidents occur, the hospital follows its identified procedures

The Joint Commission

Beyond Medication 
Management

The Joint Commission. 2019 Comprehensive Accreditation Manual for Hospitals (CAMH).

Environment of Care
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• LD.04.03.13 – Pain assessment and pain management, including 
safe opioid prescribing, are identified as an organizational 
priority for the hospital

– EP 1 – leadership team responsible for pain management and opioid 
prescribing and well as developing and monitoring performance 
improvement activities

– EP 3 – provides practitioners with education and programs to improve pain 
assessment, management and safe opioid use

The Joint Commission

Beyond Medication 
Management

The Joint Commission. 2019 Comprehensive Accreditation Manual for Hospitals (CAMH).

Leadership
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• PI.01.01.01 – The hospital collects data to monitor its 
performance

– EP 40 – collects data on pain assessment and pain management including 
types of interventions and effectiveness

• PI.02.01.01 – The hospital compiles and analyzes data

– EP 3 – statistical tools and techniques to analyze and display data

The Joint Commission

The Joint Commission. 2019 Comprehensive Accreditation Manual for Hospitals (CAMH).

Performance Improvement



A recent advisory from         
The Joint Commission, 
Quick Safety, Issue 48:

“Drug diversion and impaired 
health care workers,” encourages 
health care organizations to 
establish a comprehensive 
controlled substances diversion 
prevention program to help detect 
and prevent drug diversion. 

The Joint Commission, Division of Healthcare Improvement. (2019(43)). 
Quick Safety: Drug diversion and impaired health care workers.



DNV - Healthcare
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• MM.1 – Management Practices

– SR.5 – All drugs and biologicals must be controlled, secured and distributed 
in accordance with applicable standards of practice and consistent with 
Federal and State law at all times.

• MM.3 – Scheduled Drugs

– SR.1 – Current and accurate records must be kept of the receipt and 
disposition of all scheduled drugs, and in compliance with all Federal and 
State documentation requirements.

– SR.2 – Abuses and losses of controlled substances must be reported, in 
accordance with applicable Federal and State laws, to the individual 
responsible for the pharmaceutical service, and to the chief executive 
officer, as appropriate.

DNV

National Integrated Accreditation for Healthcare Organizations (NIAHO). Revision 18-2. 2019 Accreditation 
Requirements, Interpretative Guidelines and Surveyor Guidance.

Medication Management
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• Accountability procedures to ensure control of the distribution, use, and disposal

• Ability to trace the process for moving scheduled drugs throughout the service from 
the point of entry into the hospital to the point of departure either through 
administration to the patient, destruction or return to the manufacture

• Identify the pharmacist responsible for determining that all drug records are in order 
and that an account of all scheduled drugs is maintained and reconciled

• Accounting of all scheduled drugs and any discrepancies in count are reconciled 
promptly

• Capability to readily identify loss or diversion of all controlled substances in such a 
manner as to minimize the time frame between the actual loss or diversion to the 
time of detection and determination of the extent of loss or diversion

DNV

Medication 
Management –
Interpretive 
Guidance

National Integrated Accreditation for Healthcare Organizations (NIAHO). Revision 18-2. 2019 Accreditation 
Requirements, Interpretative Guidelines and Surveyor Guidance.

Medication Management
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• PE.4 – Security Management System

– SR.1 The hospital shall develop a Security Management System that 
provides for a secure environment

DNV

National Integrated Accreditation for Healthcare Organizations (NIAHO). Revision 18-2. 2019 Accreditation 
Requirements, Interpretative Guidelines and Surveyor Guidance.

Physical Environment
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• QM.1 – Quality Management System

– The governing body (or organized group or individual who assumes full legal 
authority and responsibility for operations of the hospital), medical staff, and 
administrative officials are responsible and accountable for ensuring that the 
hospital implements and maintains an effective quality management system. This 
quality management system shall ensure that corrective and preventive actions 
taken by the hospital are implemented, measured and monitored

• SR.1

– The hospital shall implement hospital-wide quality assessment and performance 
improvement efforts to address priorities for improved quality of care and patient 
safety and that corrective and preventive actions are implemented and evaluated 
for effectiveness. 

DNV

National Integrated Accreditation for Healthcare Organizations (NIAHO). Revision 18-2. 2019 Accreditation 
Requirements, Interpretative Guidelines and Surveyor Guidance.

Quality Management System
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• QM. 7 – Measurement, Monitoring, Analysis

– Measurement, monitoring and analysis of processes throughout the organization 
requires established measures that have the ability to detect variation, identify 
problem processes, identify both positive and negative outcomes, and 
effectiveness of actions taken to improve performance and/or reduce risks. The 
governing body of the organization must define the frequency and detail of the 
measurement.

– SR.2 – Medication therapy/medication use; to include medication reconciliation, 
high risk drugs, look alike- sound alike medications, and the use of dangerous 
abbreviations;

– SR.7 – Effectiveness of pain management system

DNV

National Integrated Accreditation for Healthcare Organizations (NIAHO). Revision 18-2. 2019 Accreditation 
Requirements, Interpretative Guidelines and Surveyor Guidance.

Quality Management System



Audience Poll Question #2 of 4

a. EC.02.01.01 

b. MM.03.01.01

c. MM.04.01.01

d. PI.01.01.01 

For which TJC standard is failure to address diversion 
often cited as a reason for non-compliance?
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Why Do These Standards Matter?
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• §482.13(c) (2) – safe care setting

• §482.21 – quality improvement program

• §482.21(a) (2) – performance tracking / assessment of care and operations

• §482.21(b) (2)(ii) – data collection for PI

• §482.21(c) (2) – analyze cause and implement preventative measures of events and 
errors

• §482.21(e) (1) - ongoing program for quality improvement and patient safety

• §482.23(c) – preparation of drugs

• §482.24(c) – medical record

• §482.25(a) – pharmacy management and administration

• §482.25(a) (3) - Current and accurate records must be kept of the receipt and 
disposition of all scheduled drugs

• Title 21 United States Code (USC) Controlled Substance Act (CSA)

CMS & Federal Regulations

42 CFR 482.1 - 482.66
U.S. Department of Justice, Drug Enforcement Administration (DEA), Diversion Control Division. Title 21 Code of 
Federal Regulations, PART 1300-END.

Medicare/Medicaid Conditions of Participation



Common Risk Points

P Brummond, ASHP Guidelines on Preventing Diversion of Controlled Substances. AJHP, January 2017.29

Procurement 
Preparation and 

Dispensing  Prescribing Administration  
Waste and 
Removal  



The Cost of Non-Compliance



The Cost of Non-Compliance



Compliance Stakeholders



Stakeholders

Pharmacy Nursing OR
Risk 

Manage-
ment

Diversion 
Committee

P Brummond, ASHP Guidelines on Preventing Diversion of Controlled Substances. AJHP, January 2017.
Minnesota Hospital Association, Road Map to Controlled Substance Diversion Prevention 2.0. 2015.



Shared Responsibility

Controlled substance monitoring 
and surveillance rely on the 
availability and use of data and 
information, including timely 
access to actionable reports that 
support an effective surveillance 
and detection system. 



Goals

The goals of all 
stakeholders ultimately 
are aligned

Shared Intent
• Regulations

• Patient safety
• Organizational safety
• Employee Safety

• Institution
• Comply with regulations

• Patient safety
• Organizational safety
• Employee safety



From Regulations to Action – Keep Goals in Mind

Regulations Institutional Policy 
and Procedure

Accountability
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• Automation and Trending

– Accurate records

– Retrievable

– Ability to report loss

– Robust data models

– Actionable insights

• Focus attention and reviews on process improvement

– Patient safety

– Employee safety

– Organizational safety

How?

Aligning Regulations with Action

• Efficient software 
solutions to meet 
regulatory stipulations 
to allow focus on the 
goals

• Shared governance 
among all bodies 
guides a solution



Audience Poll Question #3 of 4

a. Pharmacy

b. Executive Leadership

c. Nursing

d. All of the above

Which is the most important stakeholder group for 
addressing regulatory compliance around drug 
diversion?
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Audience Poll Question #4 of 4

a. Data modeling and software platform(s)

b. Organizational stakeholder alignment

c. Pharmacy owns responsibility as the experts

d. Using a shared goals framework for regulatory compliance pull through

Which strategy is not a preferred option for driving a 
substantive diversion detection and mitigation program?
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Thank you…
AJ Rivosecchi, PharmD – aj.Rivosecchi@kitcheck.com



Take advantage of these valuable member resources

• Clinical Evidence Reviews

• Product Feature Summaries & 
Technology Reviews

• Clinical Question Documents

• Conversion Guides

• Live & On-demand Webinars

• Annual HTU Conference 
Education

• The Source magazine 

• 10-Spot Video Recordings

• Collaborative Summits & 
Communities

• Service Line Consulting & 
Toolkits

• Innovation Center

Questions or more info:

clinical.research@healthtrustpg.com

www.healthtrustpg.com/thesource/

All-member access to resources designed for clinical 
integration product discussions between facility supply 
chain leaders & clinicians

www.healthtrustpg.com/clinical-resources/

www.healthtrustpg.com/education
All-member access to live and on-demand education 
opportunities, in a variety of disciplines, throughout the year

24/7 online access to HealthTrust’s member 
magazine, The Source. Also published quarterly in 
print format

www.healthtrustpg.com/healthtrust-innovation-center

Members can invite suppliers with new technology to submit their 
innovative products for review


